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The Design and Implementation of EANSS Model
for Antivirus Software Protection
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(1. Modern Educational Technology Center Harbin University of Science and Technology Harbin 150080 China;
2. School of Applied Sciences Harbin University of Science and Technology Harbin 150022 China)

Abstract: Aiming at ANSS( ANtivirus Software Shield) model disadvantages this paper extends ANSS model
and proposes a new model named EANSS( Enhanced ANtivirus Software Shield) . There are some new rules of the
attack are added into the new model and the real-time monitoring mechanism and the self learning mechanism also
be joined in the ENASS model to improve the ability of protection. Experiment results show that the EANSS model
not only don’t influences the operations of normal applications but also can protect antivirus software from being
terminated by them with low CPU performance overhead and memory write performance overhead.
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